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In 2011, the Department of Defense (DoD) offi cially declared cyberspace “an opera-
tional domain for purposes of organizing, training, and equipping U.S. military forces.”1 
Against this backdrop they created a new, subunifi ed command that straddled both the 

National Security Agency and US Strategic Command. Now, only several years later, the 
DoD is taking steps to elevate US Cyber Command to a unifi ed combatant command.2 
Each of these moves suggests that the US military is placing the cyber domain on par with 
land, air, and maritime—the more traditional warfi ghting domains of the American armed 
forces. The speed with which the United States has embraced cyberspace is a testament not 
only to its impact on global affairs in the present but also to the role it will surely play in 
the future.

Cyberspace offers actors of various stripes a vast tool kit with which to achieve a wide 
array of goals. It also presents some unique challenges, particularly for states. As former sec-
retary of defense Ashton Carter noted, “We live in a wired world,” and this has created new 
opportunities for nonstate actors to wreak havoc, for states to spy on friends and foes alike, 
and for militaries to engage one another.3 None of these goals are new per se. But cyberspace 
is fundamentally altering the ways in which they are pursued.

The primary objective of this chapter is to familiarize students with the fundamentals of 
offense and defense in cyberspace. In the fi rst section, we discuss how cyber operations differ 
from kinetic operations and what, if any, advantages they yield over more traditional meth-
ods. In the second section, we discuss some of the most common means by which perpetrators 
use cyberspace for offensive purposes and, equally important, the various ways in which 
would- be victims try to defend themselves. In the fi nal section, we draw out several implica-
tions of the discussion. In particular, we focus on how cyber operations have affected the 
character of war, the future of military operations, and how the United States can achieve its 
strategic objectives in this increasingly “wired world.”

Before we begin, though, a brief note on terminology is in order. We largely avoid using 
the term “cyber war” as a catch- all term since, as in other domains, there are a host of tasks 
that actors perform in cyberspace that do not constitute—or even come close to—acts of 
war. Some cyber operations, for example, seek to gain access to networks in order to exfi l-
trate information or otherwise spy on a particular target. Labeling acts such as these as 
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OFFENSE AND DEFENSE IN CYBERSPACE 167

cyber war would verge on conceptual stretching. The same can be said of some operations 
conducted by nonstate actors. Consider how groups such as Anonymous and the Syrian 
Electronic Army often gain access to websites, including the DoD’s, merely to rebrand them 
with a message and their personal logo. Thus, we mostly prefer the more general term 
“cyberspace operations.”

SEPARATING THE NOVEL FROM THE FAMILIAR

“Cyberwarfare is like a soccer game with all the fans on the fi eld with you and no one is 
wearing uniforms.”4 This statement from Coast Guard vice admiral Marshall Lytle refl ects 
the popular sentiment that cyberspace is complex, ever evolving, and unique. Our aim in this 
section is to probe these notions by providing an overview of key differences and similarities 
between the cyber domain and the traditional domains of land, air, maritime, and space. As 
we hope will become clear, while cyberspace has some elements that are truly novel, there is 
also much that is deeply familiar.

Man- Made Domain

One of the ostensibly novel features of cyberspace that might set it apart from other domains 
is that it is man- made, wholly constituted of infrastructure developed by, and for, people. 
The fact that cyberspace could not have come into being without human agency does indeed 
make it qualitatively different from the traditional domains—all of which were created by 
divine intervention or cosmological accident. As cybersecurity expert Martin Libicki points 
out, however, “It is not the man- made nature of cyberspace that makes it different. Cities are 
man- made, but city combat shares many of the rules of country combat. What matters is 
that cyberspace is highly malleable by its owners, hence its defenders, in ways other media 
are not. Cities, although man- made, are not particularly malleable (at least not by those 
defending them).”5 Indeed, cables can be cut, connections severed, and servers destroyed, all 
of which can alter the fundamental contours and reaches of the cyber terrain in an instant. 
In short, the adaptability and fl exibility inherent in this man- made domain is much more 
novel and interesting than the mere fact that it would not exist without humans having 
created it.

Low Barriers to Entry

It is commonly argued that cyberspace is unique owing to the low barriers to entry. In some 
cases, only a moderately skilled operator with access to a computer and an Internet connec-
tion is necessary to carry out an operation. This is clearly not the case for conventional mili-
tary operations, whether conducted on land, sea, or air, which almost always require quantities 
and types of resources that only states can provide. Yet, as with cyberspace, more traditional 
arenas also afford motivated actors an opportunity to execute missions on the cheap. The 
most obvious example that comes to mind is that of a terrorist, who can do enormous dam-
age, wreak havoc, and sway public opinion wielding only a kitchen knife or a pickup truck. 
On the other hand, for large- scale cyberattacks like the Stuxnet operation or China’s hack into 
the Offi ce of Personnel Management, the barriers to entry for lone or nonstate actors may be 
prohibitively high, approximating the resources necessary to carry out more conventional 
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168 EVAN PERKOSKI AND MICHAEL POZNANSKY

operations.6 Thus, while there are indeed low barriers to entry in some cases, the costs asso-
ciated with more complex operations remain substantial.

Unparalleled Rapidity

One area where the uniqueness of cyberwarfare shines through most clearly is in the speed 
of operations, which almost always exceed the pace of traditional, kinetic tools. Richard 
Clarke, a former cyberspace adviser to the president, writes that now, “as in the 1960s, 
the speed of war is rapidly accelerating. Then, long- range missiles could launch from the 
prairie of Wyoming and hit Moscow in only thirty- fi ve minutes. Strikes in cyber war move 
at a rate approaching the speed of light.”7 A cyber operation launched from one continent 
can have an effect on another continent in a matter of milliseconds. It is certainly true, of 
course, that the planning necessary to successfully carry out a given cyber operation—
particularly when success depends on extensive knowledge of the target’s network and vul-
nerabilities—often takes far more time than the attack itself. Nevertheless, the fact remains 
that there are few if any analogs to the cyber domain’s capacity to achieve results nearly 
instantaneously.

Layers of Secrecy

Another commonly discussed feature of cyberspace that is thought to set it apart from other 
tools of statecraft is that it offers perpetrators unparalleled opportunities to conduct opera-
tions under a dense cloak of anonymity. Former director of national intelligence James Clap-
per noted in 2012 that one of the greatest strategic challenges in cyberspace is “defi nitive 
real- time attribution of cyber- attacks. That is, knowing who carried out such attacks and 
where the perpetrators are located.”8 By routing their attacks through servers in different 
countries, cyber operators can easily take steps to cover their tracks and even falsely implicate 
someone else.

The cyber domain is clearly not the fi rst arena where states have competed secretly with 
one another, as the many covert operations conducted throughout the Cold War and beyond 
demonstrate.9 Yet the ease with which actors can achieve anonymity in the cyber domain is 
almost certainly greater than in any other arena.10 This has nontrivial implications. For one, 
it is hard(er) for deterrence to function in cyberspace.11 If one does not know with near cer-
tainty who attacked, credibly promising to retaliate will be fraught with challenges. As Jona-
than Lindsay points out, though, the problem of anonymity and attribution may be most 
keenly felt for low- stakes operations; attribution, and hence deterrence, should be much 
easier when it comes to large- scale operations that only powerful, well- equipped states can 
undertake.12

While concealing one’s identity in cyberspace is possible, concealing one’s arsenal (and 
intentions) may be necessary. Unlike most conventional capabilities, announcing the capacity 
to levy some kind of attack in cyberspace is manifestly unwise since it affords the would- be 
victim an opportunity to close a vector or patch a vulnerability.13 For this reason, actors of 
all stripes jealously guard their cyber capabilities. This makes estimating an enemy’s capabil-
ities much more diffi cult and any hope of cyber arms control, which would require monitor-
ing and verifi cation, exceedingly challenging. This is not to say that states willingly divulge 
all facets of their conventional capabilities; private information is rampant in international 
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politics.14 All that we are arguing here is that the secrecy surrounding cyber capabilities is 
heightened relative to other domains.

Uncertain and Limited Effects

Finally, cyber operations may diverge from those in other domains in large part based on 
their effects. A popular refrain regarding these capabilities is that no one has directly died as 
the result of a cyberattack. This is technically true. To be sure, those warning of a “cyber 
9/11” still worry about such outcomes, yet they have so far failed to materialize. In reality, 
the most likely scenario for deaths related to cyberspace is incidental fatalities stemming 
from a cyberattack on a power grid or traffi c lights, for example. Yet there are essentially 
limitless nonlethal cyber outcomes. When it comes to their uses, then, cyber operations are 
most likely to be employed for intelligence collection, covert infl uence, sabotage, crime, polit-
ical activism, or to support kinetic operations. They are less likely to substitute for, but will 
almost certainly complement, conventional military operations.

CYBER OFFENSE AND CYBER DEFENSE

This section investigates offensive and defensive operations in cyberspace.15 The former refers 
to operations aimed at an adversary for exploitative or disruptive means. The latter captures 
efforts actors can pursue to safeguard against any such attempts.

Cyber Offense

There are several ways to distinguish among different types of offensive cyber operations. One 
is to look at ultimate ends. Along these lines, the DoD published a memo in 2010 titled “Joint 
Terminology for Cyberspace Operations,” wherein it distinguished between computer network 
exploitation (CNE) and computer network attacks (CNAs). CNE is defi ned as “enabling oper-
ations and intelligence collection capabilities conducted through the use of computer networks 
to gather data about target or adversary automated information systems or networks.”16 CNAs 
are an entirely different beast. They refer to

a category of fi res employed for offensive purposes in which actions are taken through 
the use of computer networks to disrupt, deny, degrade, manipulate, or destroy infor-
mation resident in the target information system or computer networks, or the sys-
tems/networks themselves. The ultimate intended effect is not necessarily on the 
targeted system itself, but may support a larger effort, such as information operations 
or counterterrorism, e.g., altering or spoofi ng specifi c communications or gaining or 
denying access to adversary communications or logistics channels.17

Thus, CNE operations are akin to espionage; they serve an intelligence function. CNAs more 
closely resemble sabotage; they aim to destroy, manipulate, or misdirect an adversary’s data, 
computers, or network systems, often in conjunction with kinetic operations.

Although useful, the distinction between CNAs and CNE does not fully capture some of 
the most relevant distinctions among various types of offensive cyber operations. The strict 
focus on the intrusion’s end goals leaves room for signifi cant variation within each of the two 
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170 EVAN PERKOSKI AND MICHAEL POZNANSKY

camps. An alternative way to understand the nature and scope of offensive cyber operations 
is the model displayed in fi gure 13.1. The model presents a clear way of categorizing offensive 
cyber operations, disaggregating them by target, the type of access used to conduct the oper-
ation, and the type of attack. We discuss each of these in turn.

TARGET

The fi rst question to ask of any cyber operation is who, or what, is the intended target? 
Whether the target is a government network or a large bank may provide important clues 
about the type of perpetrator as well as their motivations. Even without knowing who exfi l-
trated data on millions of US federal employees from the Offi ce of Personnel and Manage-
ment (it was China), there would still be good reason to believe that this was the work of a 
nation- state. Who else would have both the resources and the incentives to pull off such a 
feat? Conversely, it may be reasonable to posit that operations targeting fi nancial institutions 
are perpetrated by criminal groups seeking monetary gain. That said, North Korea’s recent 
efforts to steal money from global fi nancial institutions, including in Poland and Bangladesh, 
blur these lines.18

The most effective offensive cyber operations are closely tailored operations. For complex 
systems, months, perhaps years, of research, planning, defense probing, and preparation may 
be necessary. As Thomas Rid notes, for any perpetrator interested in carrying out an attack, 
“vulnerabilities have to be identifi ed before they can be exploited; complex industrial systems 
need to be understood fi rst; and a sophisticated attack vehicle may be so fi ne- tuned to one 
specifi c target confi guration that a generic use may be diffi cult or impossible (consider a highly 
sophisticated rocket that can only be fi red against one single target and at nothing else, even 
if some of its components may be reused).”19 While unsophisticated, low- cost cyberattacks 
(e.g., distributed denial of service [DDoS]) can be rather generic and applied with little regard 

Target 

Type of Access Type of Attack

Figure 13.1. Cyber Effects Model
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OFFENSE AND DEFENSE IN CYBERSPACE 171

to the target, their payoff is equally low. Conversely, cyber operations yielding the greatest 
rewards must be highly calibrated to their specifi c adversary and the particular task at hand.

As an example, infi ltrating an enemy’s air- defense system—a high- risk, high- reward oper-
ation—would fi rst require a deep understanding of the network on which it operates, includ-
ing any relevant vulnerabilities. Whether systems are new or old and whether they are 
connected to the Internet are all relevant pieces of information. Consider the different chal-
lenges that might arise during an operation against a superpower like the United States as 
opposed to a weaker, less advanced country like North Korea. “One of North Korea’s biggest 
advantages is that it has hardly any Internet- connected infrastructure to target. . . . On the 
other hand, the US has tons of vulnerabilities a country like North Korea could exploit.”20 
North Korea’s dated, esoteric technology means that exploits need to be carefully tailored to 
its specifi c computing environment, which would likely require a meaningful intelligence- 
gathering operation and perhaps even physical access to its antiquated systems. This is not to 
say that targeting American systems would be easy but rather that the characteristics of a 
target’s networks and systems, including how up to date they are, can dramatically affect the 
conduct and character of cyber operations.

TYPE OF ACCESS

Most cyber operations rely on fl aws or vulnerabilities in an adversary’s software, hardware, 
or both. According to the Internet Corporation for Assigned Names and Numbers (ICANN), 
the nonprofi t organization that regulates Internet domains, a vulnerability is “a fl aw in the 
measures you take to secure an asset. . . . They exist in operating systems, applications or 
hardware you use.”21 Vulnerabilities come in many forms. They may become relevant when 
users fail to update their software, since doing so may fi x known “bugs” that adversaries can 
otherwise exploit. While much vulnerability arises from errors or oversights in software cre-
ation, they commonly stem from human error as well.

Software vulnerabilities that are unknown to developers and users are especially valu-
able. These are popularly known as “zero- days,” referring to the fact that developers have 
known about the vulnerability for zero days—in other words, no time at all.22 Zero- days are 
highly sought- after goods. Because the unwitting victims are entirely unaware of their exis-
tence, actors with malicious intent can easily exploit them for personal gain. Owing to their 
value, it should come as no surprise that there is a black market for them. Governments 
have also been known to stockpile zero- days for future use, identifying them on their own 
or buying them from cybersecurity researchers. The Stuxnet worm, for instance, utilized 
four separate zero- days.23 There is often good reason for saving zero- days and not immedi-
ately burning them. Most notably, they can be used only once. After an intrusion with a 
zero- day, developers and system administrators will almost certainly patch the weakness in 
short order, rendering it unusable. But there are also downsides to waiting too long to use 
one. The previously unknown vulnerability may be discovered and subsequently patched, 
rendering the exploit useless.

There are other ways for actors to gain unauthorized entry into a network beyond hard-
ware and software vulnerabilities. Humans—individual users—are commonly exploited 
through “social engineering” operations. Perhaps most common are spear- phishing attacks: 
operations intended to trick an individual into giving up their usernames and passwords, 
providing entry into a system without exploiting any software vulnerability whatsoever.24 

 EBSCOhost - printed on 12/22/2020 1:36 PM via SHENANDOAH UNIVERSITY. All use subject to https://www.ebsco.com/terms-of-use



172 EVAN PERKOSKI AND MICHAEL POZNANSKY

For example, it has come to light that Russian hackers used spear- phishing techniques to 
access the email accounts of John Podesta and other Democratic National Committee staff 
members during the 2016 presidential election.25 Intruders can also try to access a system 
through baiting operations, which includes doling out USB drives, CDs, or other removable 
media infected with malware (malicious software) in the vicinity of an organization they are 
interested in exploiting with the hopes that someone will insert the media into a computer. In 
doing so, the unsuspecting user may inadvertently install malware. While seemingly un-
sophisticated, most researchers believe that this is how the Stuxnet worm made its way into 
Iran’s nuclear facilities.26 “People, rather than technology, remain the weakest link in com-
puter security.”27

A fi nal method of gaining access into an adversary’s systems involves exploiting vulnera-
bilities that are intentionally created. Often called “backdoors,” these vulnerabilities are 
baked into hardware and software. Benevolently, backdoors are added to give network 
administrators or technical support teams future access. Malevolently, however, states may 
pressure companies to create backdoors for their own use or insert them on their own using 
covert methods. This prospect generates a nontrivial fear, especially for governments, that 
certain products contain imperceptible backdoors that might grant unwanted access to for-
eign rivals. According to the New York Times, “American offi cials have long considered Hua-
wei, the Chinese telecommunications giant, a security threat, blocking it from business deals 
in the United States for fear that the company would create ‘back doors’ in its equipment that 
could allow the Chinese military or Beijing- backed hackers to steal corporate and govern-
ment secrets.”28 Regardless of how they got there, unsecured backdoors can provide an 
adversary with remote access and even control over a given network.

TYPE OF ATTACK

Although the fi eld is constantly evolving, several types of cyberattacks are here to stay, 
including viruses, worms, trojans, and DDoS operations.29 Viruses, worms, and trojans are all 
forms of malware that start working when they are installed onto the victim’s systems. “A 
virus is a piece of code that, when run, will attach itself to other programs, which will again 
run when those programs are run.”30 A worm is “a program that propagates itself by attack-
ing other machines and copying itself to them.”31 Viruses therefore become active only when 
its host is activated, whereas worms function and propagate on their own.32 To briefl y illus-
trate the difference, Stuxnet is considered a worm because once it found its way onto machines 
in the Natanz nuclear reactor, it activated and spread irrespective of user actions.33 The Flame 
Virus, which shares code with Stuxnet, is a virus rather than a worm since it is activated when 
users launch Microsoft Word. As the Washington Post notes, “the code could activate com-
puter microphones and cameras, log keyboard strokes, take screen shots, extract geolocation 
data from images, and send and receive commands and data through Bluetooth wireless 
technology. Flame was designed to do all this while masquerading as a routine Microsoft 
software update.”34

A trojan is distinct from a worm or a virus. It is “a program that adds subversive function-
ality to an existing program.”35 In other words, it is malware disguised as harmless software. 
Once in place, it can install a backdoor—enabling outside access to one’s network—or per-
form other malevolent actions such as broadcasting the user’s data.

Other cyberattacks rely on relatively “brute- force” methods to overwhelm their targets, 
which is the case with DDoS attacks or “exploit[s] whose purpose is to deny somebody the 
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use of the service: namely to crash or hang a program or the entire system.”36 DDoS attacks 
work by coordinating bots—malware- infected, Internet- connected machines, often called 
“zombies”—that are “simultaneously and continuously sending a large amount of traffi c 
and/or service requests to the target system. The target system either responds so slowly as to 
be unusable or crashes completely.”37 Flooding receivers or servers is nothing new, and such 
actions also have uses beyond simply denying access. When Israel conducted the Operation 
Orchard bombing raid against a Syrian nuclear reactor in 2007, it utilized the Suter network- 
attack system to essentially blind Syria’s air defenses. “The technology allows users to invade 
communications networks, see what enemy sensors see and even take over as systems admin-
istrator so sensors can be manipulated into positions where approaching aircraft can’t be 
seen, they say. The process involves locating enemy emitters with great precision and then 
directing data streams into them that can include false targets and misleading messages that 
allow a number of activities including control.”38

Defense in Cyberspace

Defending against cyberattacks is a bit like defending against terrorism. As Erik Gartzke 
and Jonathan Lindsay put it, “cyber defense must succeed everywhere and every time, 
many argue, but attackers need only succeed once to compromise a system.”39 Even still, 
there are a range of steps—both small and large, simple and complex—that states and 
other actors alike can take to reduce their vulnerability to cyberattacks and unauthorized 
intrusions.

The DoD defi nes cyber defense as “the integrated application of DoD or US Government 
cyberspace capabilities and processes to synchronize in real- time the ability to detect, analyze 
and mitigate threats and vulnerabilities, and outmaneuver adversaries, in order to defend 
designated networks, protect critical missions, and enable US freedom of action.”40 One use-
ful distinction is between preventive and deceptive cyber defenses.41 Preventive methods aim 
to identify, forestall, and halt intrusions. Deceptive defensive methods are more interactive, 
operating in real time during an attack to trick, misdirect, and reveal the identity of intruders. 
Here one of the primary goals is to remove the cloak of anonymity and unmask the intruder, 
allowing for the possibility of retaliatory action.

Prevention

Some of the most common defensive methods include fi rewalls, antivirus software, intrusion- 
detection software, air gapping, and vulnerability detection. Among these, fi rewalls may be 
considered the workhorse of cyber defense. Nearly ubiquitous, a fi rewall is “a device or col-
lection of devices which separates its occupants from potentially dangerous external environ-
ments (e.g., the Internet).”42 Firewalls thus attempt to keep out unauthorized users while 
letting authorized traffi c pass through. This is often the fi rst line of network defense. Antivirus 
software is also incredibly common, scanning computers and networks for evidence of mali-
cious programs. Antivirus software examines patterns of activity and compares it to known 
signatures and activities of malware. Since the effi cacy of antivirus software is directly tied to 
its ability to identify known malware, it is critical to regularly update the software so that it 
has the latest information.43 As a Defense Science Board task force notes, most “successful 
attacks reaching DoD networks today result from a personnel failure or out- of- date software 
in fi rewalls and detection systems.”44 Intrusion- detection systems, similar to antivirus software, 
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gather and analyze “information from various areas within a computer or a network to 
identify possible security breaches. In other words, intrusion detection is the act of detecting 
actions that attempt to compromise the confi dentiality, integrity or availability of a system/
network.”45 These systems tend to look for anomalies in ingoing and outgoing network traf-
fi c, rather than for specifi c pieces of malware.

Unlike the others, air gapping is a physical, and in many ways simpler, method of cyber 
defense. Air gapping refers to a system “in which there is no networking connection between 
the inner network and the external world.”46 By removing a network’s external Internet 
connection, defenders hope to make it harder for unauthorized users to gain entry. Yet even 
this is not foolproof. USB drives and other removable media can still be used to transport 
malicious programs onto an air- gapped network, as was the case with Stuxnet. Nevertheless, 
the fact that compromising air- gapped networks requires another human to physically insert 
something into a system reduces the chances of an unwanted breach.

Finally, vulnerability detection and bug fi nding are attempts to uncover weaknesses pre-
emptively before they can be exploited. Bugs are often found by individuals tasked with try-
ing to break into a network in the service of greater security. One report fi nds that “the vast 
majority of publicly disclosed vulnerabilities are still found by fuzzing or manual auditing.”47 
While organizations can do this internally, they often hire outsiders or pay individuals for 
reporting bugs through so- called bug bounty programs.

Deception

Network defenses relying on deception typically start working once an intruder has entered 
a system—in other words, when prevention has failed. “Defensive deception,” as it is often 
called, “promises to delay signifi cantly the intruder’s exploitation of appropriated data, to 
burden opponents with false leads and sorting costs, and even to harm an attacker’s techni-
cal infrastructure.”48 These methods have grown increasingly common in large part because 
the threat landscape is constantly evolving, making it diffi cult to thwart every intrusion 
from the start.

“Honeypots” are a good example of deceptive techniques. Honeypots are fake fi le fold-
ers, or destinations—which may appear particularly valuable—that system administrators 
can monitor for activity. Since they are fake, any activity with a honeypot is suggestive of 
anomalous behavior and perhaps an unauthorized intrusion. Files in the honeypot—called 
“honeytokens”—can also be designed to track the intruder upon exfi ltration, helping 
administrators locate and identify the responsible party. Actors can also utilize honeypots to 
hide information that is in fact highly sensitive. These “ ‘fake honeypots’ . . . try to look like 
an obvious honeypot in order to scare attackers away.”49 Other forms of deception, includ-
ing “tarpits,” “honeynets,” and “honeyclients,” have similar goals.50 This game of cunning, 
deception, and luck in many ways typifi es the broader competition between offense and 
defense in cyberspace.

The most effective cyber defenses integrate both preventive and deceptive elements. This is 
because “achieving security cannot be done with single, silver- bullet solutions; instead, good 
security involves a collection of mechanisms that work together to balance the cost of securing 
our systems with the possible damage caused by security compromises, and drive the success 
rate of attackers to the lowest possible level.”51 Effective defensive strategies will therefore 
take steps to minimize the effect of inevitable, successful intrusions.

 EBSCOhost - printed on 12/22/2020 1:36 PM via SHENANDOAH UNIVERSITY. All use subject to https://www.ebsco.com/terms-of-use



OFFENSE AND DEFENSE IN CYBERSPACE 175

OFFENSE OR DEFENSE: WHICH IS EASIER?

At this point in the chapter, it may be useful to briefl y comment on an issue that we have so 
far ignored: Is offense or defense easier? More formally, is cyberspace an offense-  or defense- 
dominant domain? Deputy Secretary of Defense William Lynn argues for the former: “In 
cyberspace, the offense has the upper hand.”52 Similarly, Joseph Nye writes that “because the 
Internet was designed for ease of use rather than security, the offense currently has the advan-
tage over the defense.”53 With an eye toward the future, Rid casts some doubt on the view 
that cyberspace is offense- dominant, writing that “the level of sophistication required to fi nd 
an opportunity and to stage a successful cyber sabotage operation is rising. The better the 
protective and defensive setup of complex systems, the more sophistication, the more 
resources, the more skills, the more specifi city in design, and the more organization is required 
from the attacker.”54 In short, cyberspace may be offense- dominant when it comes to un-
sophisticated, low- cost offensive operations but (becoming) defense- dominant when it comes 
to complex attacks that are most threatening. While this is beyond the scope of what we are 
after in this chapter, this debate will continue to rage on for the foreseeable future.

CONCLUSIONS

Notwithstanding the explosion of articles and commentary on the issue of cybersecurity in 
recent years, research and strategy in this domain is still very much in its infancy. While it is 
easy, and maybe even politically expedient, to argue that the cyber domain is entirely novel, 
it is noteworthy that similar arguments were being made in the 1950s and 1960s about 
nuclear weapons. Revisiting these and other debates can thus be extremely useful, shedding 
light on how new and rapidly evolving technologies can be effectively utilized and incorpo-
rated into America’s strategic doctrine.

From a technical perspective, offensive and defensive tools are constantly being developed, 
raising the costs of complacency. With regard to the back- and- forth between terrorists and 
counterterrorism forces, Paul Wilkinson and Brian Jenkins write that “the history of attacks 
on aviation is the chronicle of a cat- and mouse game, where the cat is blocking old holes and 
the mouse always succeeds in fi nding new ones.”55 The same is true of cyberspace. Thus, vigi-
lance, innovation, and layered defenses that can guard against surprise offensives are critical. 
The rapidity with which cyberspace evolves renders this a challenging but important task.

From a strategic perspective, policymakers and practitioners are still grappling with how 
cyber operations fi t into the existing tool kit of both traditional and nontraditional options. 
Are cyber tools best suited for intelligence operations, used to eavesdrop on unsuspecting 
adversaries? Can they be used on their own to accomplish strategic objectives such as deter-
rence and compellence? Or are they most effective when they support kinetic operations? As 
US Air Force chief of staff Gen. David L. Goldfein recently noted, “So, the question for us is, 
does our development plan today ensure that throughout the continuum of learning, we are 
properly exposed to the operational art of how we bring air, space and cyber capabilities 
together and then knit them together with land and maritime capabilities and then pull them 
together with other elements of power—diplomatic, economic information—to be able to 
provide campaign design to the President so the President has options.”56

Although answers to these and other questions are uncertain, recent comments suggest 
that policymakers are thinking hard about how to leverage their cyber arsenal in new ways. 
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During a business conference in 2016, the executive director of US Cyber Command, Shawn 
Turskey, revealed a plan to make cyber weapons readily attributable. According to Turskey, 
“in the intelligence community you never want to be caught, you want be low and slow, you 
never really want to be attributed. There’s a different paradigm from where you are at in the 
intelligence community . . . But there’s another space over here, where maybe you defi nitely 
want to be louder, where attribution is important to you and you actually want the adversary 
to know.”57 Rather than seeking to understand how the US government can work with cyber 
capabilities, it is perhaps more fruitful to imagine how cyber capabilities can instead be made 
to work for the US government.

When it comes specifi cally to offense and defense in cyberspace, there are several areas of 
ongoing debate. First, as alluded to above, there is growing uncertainty over the assumption 
that cyberspace operations will be dominated by anonymity. Actors can, and often do, claim 
credit for their attacks. Yet the assumption of perpetual anonymity in cyberspace is often 
cited as the main reason why they cannot be used to coerce an adversary. With the military 
seeking out “loud,” attributable cyber options, this entire dynamic may be changing. Under-
standing the costs and benefi ts of credit- claiming in cyberspace, and what voluntary attribu-
tion can and cannot accomplish, is an important question for the future.

Second, there is no universal strategy for employing cyber weapons. Notably, different 
actors leverage cyber operations for very different goals, and they use them in very different 
ways as well. Nonstate actors often claim their cyberattacks to spread political messages. 
China has so far used its cyber capabilities to steal information and industrial secrets. North 
Korea has employed “cyber blackmail” in an attempt to prevent the release of a Sony fi lm. 
And the United States and Israel leveraged their cyber capabilities to delay the construction of 
an Iranian nuclear weapon. Cyber weapons are indeed malleable tools that can be leveraged 
to accomplish a wide variety of operational and strategic goals. Understanding why actors are 
likely to pursue certain goals in cyberspace requires being sensitive to this heterogeneity.

Finally, the cyber sphere is in many respects a democratizing domain, both in terms of who 
can launch attacks and who can be targeted. Cyber defense is not merely a concern of states, 
but it is also an issue for businesses, nongovernmental organizations, and individuals alike. 
Cybercrime is estimated to cost the average American company $15 million per year, with the 
average breach costing nearly $6.3 million.58 While this may seem trivial in terms of the 
overall threat it poses to states, it is worth bearing in mind that the US power grid is largely 
privately owned, and a coordinated cyberattack could wreak havoc on American commerce.59 
Recent cyberattacks against Ukraine’s electrical grid, for instance, have caused hundreds of 
thousands to lose power, and it is not hard to imagine how such an operation could be used 
in conjunction with, or as the precursor to, a kinetic operation much closer to home.60

LEARNING REVIEW:

• What are the three elements of the Cyber Effects Model?
• Describe the differences between offensive and defensive cyber capabilities
• What are the operational advantages and disadvantages of cyberpower?
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